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Å Current Worldwide Trends  

 

ÅThe Cloud  

ïHow to get started  

 

ÅMobility and Care Coordination  

ïThe evidence for Care Coordination  

ïThe right device for the right task  

ïCollaborative Workflows   

ï Compute Models for Care Collaboration: Why they matter  

 

ÅSecure Mobile Computing out of the Cloud  
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Shortage of 

qualified healthcare 

professionals Global aging and 

rapid increases in 

chronic diseases 

Healthcare costs rising 

to 

unsustainable levels 

Global Healthcare Issues MEGA TRENDS: The Perfect Storm 

is here 
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Digital Health Group 

Controlling Costs Starts with Better 
Management of Chronic Diseases  

 

ïMedicare beneficiaries with multiple chronic illnesses see an 
average of 13 different physicians  

ïFill 50 different prescriptions  a year  

ïAccount for 76%  of all hospital admissions  

ïAccount for 88%  of all prescriptions filled  

ïAccount for 72%  of physician visits  

ïAnd are 100 times more likely to have a preventable 
hospitalization than someone with no chronic conditions  

 

Testimony of Gerard F. Anderson, Ph.D., Johns Hopkins Bloomberg School of 
Public Health, Health Policy and Management, before the Senate Special 
Committee on Aging, ñThe Future of Medicare: Recognizing the Need for Chronic 
Care Coordination, Serial No. 110 -7, pp. 19 -20 (May 9, 2007).   

We must improve management of Chronic Diseases through  

Better Care Coordination  



Hospital Readmissions  
(We Donôt Do a Good Job Here) 

Almost one fifth (19.6%)  of the 11,855,702 Medicare beneficiaries 
who had been discharged from a hospital were rehospitalized  
within 30 days  

34.0% were rehospitalized  within 90 days  
50.2% of the patients who were rehospitalized  within 30 

days  after a medical discharge to the community, there was no 
bill for a visit to a physicianôs office between the time of 
discharge and rehospitalization  

Among patients who were rehospitalized  within 30 days after a 
surgical discharge, 70.5% were rehospitalized  for a medical 
condition  

About 10% of rehospitalizations  were likely to have been planned  
The average stay of rehospitalized  patients was 0.6 day longer than 

that of patients in the same diagnosis - related group whose most 
recent hospitalization had been at least 6 months previously  

Authors estimate that the cost to Medicare of unplanned 
rehospitalizations  in 2004 was $17.4 billion  

N Engl J Med 2009;360:1418 -28.  



 

The Cloud  
 

Getting Started   
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Intelôs Definition of the Cloud 

Cloud Computing  
ÅAn evolution in IT consumption and delivery made available self 

service via the Internet with a flexible, pay as you go  
business model  

ÅRequires a highly scalable and efficient Cloud Architecture  

Deployment Types  
ÅPrivate: Deployed behind firewall for an organizationôs internal use 

ÅPublic: Services via public internet, multi - tenant  

ÅHybrid: A composition of two or more clouds (public, private, mixed)  

ñPrivate 
Cloudsò 

ñPublic 
Cloudsò 

Hybrid 
Clouds  

Service Models  
ÅSoftware as a Service (SaaS):On -demand software applications  

ÅPlatform as a Service (PaaS): On -demand software development 
platforms  

ÅInfrastructure as a Service (IaaS): On -demand computing 
infrastructure ï e.g., servers, storage, and network  
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Cloud Computing Business Drivers  

ÅAccelerate virtualization to create a multiple tenant environment  

ÅDeploy new, retire old servers to improve energy efficiency  

ÅDrive higher utilization via resource pools and consolidation  

Efficiency  

Agility  

Availability  

Services  

ÅImprove provisioning time from days to hours  

ÅAutomate workflows to enable consistency, agility and elasticity  

ÅOpportunistic use of public cloud services, when applicable  

ÅDeliver high availability for all workloads, regardless of location  

ÅProtect IP, data and differentiated business processes  

ÅProvide secure, broad network access on authenticated devices  

ÅOn demand, self - service portal to streamline business processes  

ÅEstablish measured services for VM utilization, health and usage  

ÅApply actual application consumption for IT capacity management  

High - Level IT Strategies and Goals  
Business 
Benefits  
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Cloud Computing Healthcare Business 
Concerns  

Data 
Sovereignty  

Auditability & 
Compliance  

Vendor Lock - In  

ÅWhere is my citizenôs health information? 

ÅRegulatory and statutory requirements may prevent sensitive information 
from being hosted in a different country  

 

ÅData center audits may be impractical for public cloud provider  

ÅSAS 70 Type II certification, ISO/IEC 27001  

ÅHIPAA - compliant  cloud providers  

ÅService -model dependent  

ÅProvisioning & automation software built against proprietary  APIôs 

ÅCost of entry may be low, cost of exit may be high  

 

High - Level HIT Areas of Concern  Business Concerns  

ÅMust protect PHI in transit and at rest  

ÅCosts associated with data breach are rising  

ÅCloud services and virtualization break many traditional perimeter -
oriented security techniques  

Security & 
Privacy  



Security in the Enterprise Cloud  

Cloud Deployment requires Balancing Security Tensions  

Å Higher Utilization  
Å Fast Provisioning  
Å Flexibility  
Å Consolidation  
Å Multi -Tenancy  

Å Cost of Downtime / Data Loss  
Å Risk of Company Image  
Å Concentration of Assets  
Å Compliance, Regulatory  

Cloud / Virtualization  Security  
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External Cloud  

Software as a Service  
( SaaS ) Applications  

Å Staffing  

Å Benefits  

Å Expenses  

Å Social media/Web 2.0  

Å Travel  

Å Stocks  

Å Other SaaS Applications  

Å Hosted Web Application  

 

Service Delivery 
Models  

Remote Access & Portal 
Services  

Choosing the Right Deployment Balance  

Business Critical 

Internal Cloud  

Å Messaging and Collaboration 
Infrastructure  

Å Enterprise applications  

Å User Profile Management  

Å Hosted web applications  

Å Primary data storage  

Å Productivity applications  

Å Security and Virtual Machine 
Policy Control  

Å Application delivery and 
Management  

Å Workspace/Container 
provisioning and Management  

Rich Client PC  

Å Locally Installed 
Applications  

Å Offline Application Cache  

Å Encrypted Data Cache  
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(Secure Healthcare) Cloud 2015 Vision  

Desktops Laptops Embedded Smartphones Netbooks Personal Devices Smart TVs 

Federated  
Share data 

securely across 
public and private 

clouds  

Automated  
IT can focus more 
on innovation and 

less on 
management  

Client Aware  
Optimizing services based on 

device capability  

Pervasive Security  
Hypervisor monitored for 

integrity, VM security policy 
enforced, data encrypted at 

rest and in transit  

Intel® Cloud Builders 



Coordination and 
Collaborative Workflows 

 
The Evidence   

  
 

  



Evidence for Care Coordination  

Å2007 prospective cohort study of 756 patients 
ǿƛǘƘ άƭƛŦŜ-ƭƛƳƛǘƛƴƎ ƛƭƭƴŜǎǎŜǎ έ ƛƴ /ŀƭƛŦƻǊƴƛŀ 

 ω Lƴ ǘƘŜ άǇŀǘƛŜƴǘ-ŎŜƴǘŜǊŜŘέ ƎǊƻǳǇ όоруύΥ 

  ς 38% fewer admissions 

  ς 36% fewer inpatient days 

  ς 30% fewer ED visits 

 ω 26% lower cost 

 
 Sweeney L, Halpert A, Waranoff J.  Patient-Centered Management of Complex Patients Can Reduce Costs Without 

Shortening Life. Am J Manag Care. 2007;13:84-92. 



ED Visits by Source of Care and Income 

  

  

http://www.aafp.org/afp/2009/0115/p94.html 



 Evidence for Care Coordination  

Å Geisinger Health System in Pennsylvania 
 ω 36 primary care practices with NCQA  
  Level 3 
 
Å PCMH certification vs control practices 
 ω Positive results: 
  ς 40% reduction in 30-day readmissions 
  ς 20% reduction in (total) admissions 
  ς 7% lower costs 
 
Arvantes, J. Geisinger Health System Reports That PCMH Model Improves Quality, Lowers Costs. AAFP 
News Now. May 26, 2010. 



New West Physicians (Denver, CO) 

76 Providers (41 FP, 17 IM, 8 Hospitalist, 10 mid levels) 
Level 1 PCMH NCQA (pending) 
  
ÅExtended Hour and After hrs Access (24x7) 
ÅEMR is all offices connected to hospital, labs, path 
ÅEPrescribing and electronic prescription delivery   
ÅQuality improvement CDM programs 
Å$4.4M cumulative HIT investment όϷммa ƛƴŎǊΦ ǊŜǾ Ψлт-Ωлфύ 

ÅCentralized coordinated Post discharge and follow up with 24 
hrs (including we deliver your meds) 

ÅDaily team meetings: 30 minute review of the day   

 

RESULT: 1%   30 day readmit rate (usual 6-18%+) 

American Hosp Association Jan 2011 ACO Case Study: New Physicians West  



Mobility and Care 
Coordination  



Collaboration requires a  
Reliable , Secure IT Infrastructure at a reasonable cost.  

A Team Approach  

Comprehensive Information  

Data Exchange & Information Sharing  

Data Access Everywhere  

What Does it take to Coordinate Care with 
Collaborative Workflows ?  



To Support Care Coordination for Better 
Outcomes, Mobilized Data is Critical  

Gather  & Store Data  

Share  the Data  

Mobilize  Data  

EMPOWER citizens  



End - To - End Story  
 Care Coordination Across the Continuum  

Mobile Data is Critical   

Personal Health Record  

Patient - Centric Care  

Electronic Health Record  

Data Repository  

Clinical Decision Support  Health  
Checkup  

Self Check  
& Control  

Home  

Emergency  

Remote  
Diagnostic  

Clinic  

Community 
Hospital  

Academic  
Hospital  
Research  Pharmacy  Long term  

Care  

Visiting  
Care  

Data  
Exchange  

Data  
Exchange  



MPOC: Five Components to Get to 
Solution  

Right Hardware (with refresh roadmap)  1  

Right Software (needs to fit with workflow/use case)  2  

Connectivity  (robust network design)  3  

Integrated Solution (needs to fit with other pieces)  4  

Workflow Transformation (people need to use it)  5  
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Best Platform Fit:  
Usage Models Drive Design of MPOC Solution  

Grab & Go  Wheel Around  Walk and Dock   

Patient - 2 - Patient,  
Home Care, 1 st  Responder  

Hospital Rounds,  
1 st  Responder   

Patient Care and  
Office Work  



Right Form Factor/Capabilities for the 
Job  

S
IZ

E
 

FUNCTIONALITY  

Notebooks  
Ultrabooks  

Smartphones 
and Handhelds  

Simple forms , data 
collection/viewing, 

small media  

Multi -Function  

Immersive/Visual Internet                                              

Some Convergence  

Basic/Medium Internet                                                     

Disinfectable , sealed, 
rugged, Barcode, 
RFID, Handwriting  

In Hand Usage  

Frequent/ Short Sessions  

                                                     

Table Top Usage  

Fewer/Longer Sessions  

                                                     

USER EXPERIENCE  

Tablets  

Medium forms, 
data collection/  
viewing, media  

P
o

c
k
e

ta
b

le
 

P
o

rt
a

b
le

 

MCA +  

Content 
creation, 

collaboration 
manageability, 
image editing  

+ MCAs have a variety of processors  
from Atom to Core i5 & i7 vPro  

Netbooks  

Significant data 
entry, medium 
data collection / 
viewing, media  

http://tabletpc.metrixinternet.com/wp-content/uploads/2010/05/C5V_beauty1.jpg


Example Criteria for Selection of Mobile 
Devices for Use Cases  

Use 
Cases 

Online vs 
Offline  

Consume 
vs Create  

Software 
Availability  

Peripherals
Availability  

Sanitize and 
Ruggedize  

Wireless 
Needs  

Multi -  
Tasking  

Realtime 
Performance  



Intel Corporation  
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A Few Different MPOC Form Factors  

Value 

Proposition 

A Few 

Usage 

Models 

A Few 

Potential 

Drawbacks 

ÅTouch interface 
ÅLight, easy to carry 
ÅBattery life 4-12 hrs 
ÅCan be low cost (>$400) 

Tablets 
(Nurse/MD)  

Netbooks  
(Nurse/Admin)  

Notebooks  
(MD - specialist)  

ÅLight, easy to carry 
ÅBattery life 3-8 hours 
ÅPhysical keyboard 
ÅLow cost ($300-600) 

ÅPortable performance 
ÅAdv. Manageability & 

Security 

ÅContent consumption 
ÅCPOE, eMAR (MCA) 
ÅTake into sterile 

environments (MCA)  
ÅData/image viewing 

ÅContent consumption 
ÅCollaboration 
ÅData entry & viewing 
ÅCPOE 

ÅContent creation 
ÅCollaboration 
ÅNative access to EMR, 

PACS, CPOE, etc 

ÅDifficulty running multiple 
applications  
ÅMay lack enterprise security 
ÅApplications not touch-

optimized 

ÅDifficulty running 
multiple applications  
ÅLacking enterprise 

security 
ÅAbility to clean  

ÅUsually larger and 
heavier than netbooks 
and tablets 
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ÅOrdering errors = 39% of all serious medication errors 1 

ï55% reduction with Computerized Physician Order Entry 2 

ÅDispensing errors = 11% of all serious medication errors 1 

ï67% reduction with Pharmacy barcode scanning 3 

ÅTranscription errors = 12% of all serious medication errors 1 

ï100% reduction with eMAR (electronic medication administration 
system) 4 

ÅAdministration errors = 38% of all serious medication errors 1 

ï51% reduction with barcode eMAR 4 

1. Leape  LL et al. JAMA 1995;274:29 -34; 2. Bates DW et al. JAMA 1998;280:1311 -1316 ; 3.  Poon EG et al. Ann Intern Med 2006;145:426 -434; 4. 
Poon EG et al. N Engl  J Med 2010;362:1698 -1707  

 Mobile Point of Care and Patient Safety  
ePerscribing  Coordination from Doctor - Pharmacy - Nurse  
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A Mobile device with integrated Bar code that facilitates  
CPOE, electronic data transfer and barcode eMAR might  
improve medication safety.  
 
Doing all three is critical    



What Real time Collaboration Might look 
like  



Possible Collaborative Workflows  

Å EMS: Treat in place: EMT/ doc / homecare nurse/ community 
care worker  

 

Å ED Discharge to home : doc/ homecare nurse/ community 
care worker  

   

Å ED Admit: ED nurse / floor nurse / transportation  

 

Å Consults Acute inpatient: doc/doc/therapists/ pharmacist/ etc)  

 

Å Consults Chronic Disease outpatient: doc/ doc/ therapists/ 
homecare nurse / community care worker/ etc  

 

Å Homecare: doc/ homecare nurse/  community care worker  



A Mobile Collaborative Workflow 
Example: Ambulance to Hospital  
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View all Dell case studies at: 
dell.com/ casestudies  

ÅReal time communications  
between EMS and hospital  
based care givers improves  
Door -Balloon time by  
enabling a Negative 44  
minute door - EKG time  
 
ÅClinical Outcome: Average  
patient ejection fraction  
was over 50%  
 
ÅRemotely managed mobile PC  



Prague EMS 
Mobile Technologies 

Tablet PC  
Electronic Mission Record 

Car PC 



Solutions Barcode 

Bracelets 
Mobile 

Vital Signs 




